C3i - Infrastructure
Previous Experience in the proposed area
This proposal on cyber security of cyber physical systems has three major verticals of research activities
that we propose to undertake in the first three years. First is cyber security and cyber defense of critical
infrastructures. This includes all layers of system implementation – from physical layer till the distribution
and networking layer – and distributed applications. Second is Cyber Security of Automotive Systems.
Third is cyber security of unmanned aerial vehicles. The three verticals have cross cutting technologies as
well as domain specific technologies. In order to keep this prior work description manageable,
we describe prior work along various verticals. The prior work is extensive, and therefore, we describe
the prior work with embedded references to publications resulting from the work -- so that readers can
refer to the technical details in the references.

1.1 Cyber Physical Critical Infrastructure Security: The Interdisciplinary Center for
Cyber Security and Cyber Defense of Critical Infrastructures (C3I Center) at IIT Kanpur
The C3I@IITK Center was established in 2016 in the department of Computer Science and Engineering of
IIT Kanpur for research, education, training and awareness campaign on cyber security of critical
infrastructures. Back in 1997, the United States president’s commission on protection of critical
infrastructures – identified 13 sectors of the economy that are critical for national security and security of
the economic engine of the country. These include power, telecommunication, water, agriculture,
industrial manufacturing automation, finance etc. Accordingly, C3I center focuses on some of these critical
infrastructures, power grid, industrial automation, water treatment, agriculture, and IT. This center was
funded by SERB in March 2017 for 5 years with the following objectives:


Development of industry-scale SCADA test beds for various critical infrastructure verticals for
research, training, and hardware/software in-the-loop security research



Tools and techniques for malware collection and benchmark creation for malware analysis and
trending



Tools and techniques for application software vulnerability detection



Tools and techniques for Insider threat-proofing critical infrastructure IT system



Work with a power utility or smart grid corporation to experimentally use our PMU data analyticsbased tools for detecting advanced persistent threats



Create at least one start up with IIT Kanpur incubation enterprise in the cyber security of critical
infrastructure space by licensing IP in vulnerability detection, protocol reverse engineering,
malware detection etc.

We now describe objective by objective – the progress in research, product development and creating
start-up eco-system of this center.

1.1.1 Cyber Security Test-Beds for Critical Infrastructure
Power System Testbed: At C3I, India’s first industrial scale testbed for power grid is being built. We
already have a testbed distribution automation with SCADA control in operation for 2 years, and more
than 10 responsible disclosures of vulnerabilities in PLC, SCADA, and other components have been made

to the industry partners. Some of these disclosed vulnerabilities have been reproduced, patched, and now
made public in the National Vulnerability Database (NVD) by US-CERT [1-8].
We also have thermal generation and solar generation facilities that are being integrated with a scaled
down transmission system testbed complete with substation automation, generation automation – and
with multiple OEM manufactured PLC, DCS and SCADA control. This testbed is to be completed by
December 2019. Figure 1 shows the power distribution field panel and instrumentation panel. The SCADA
is being hosted outside the panels. It also shows the two diesel generators, and solar panels which are
synchronized with the institute grid – and Figure 2 shows the power synchronization automation test-bed
through which all 3 sources of power are being synchronized, and failover takes place. Vulnerability
assessment and penetration testing are being done extensively resulting in discovery of unknown
vulnerabilities in industrial PLC, RTU, firmware of various components, webservers embedded in devices
for configuration and monitoring etc.

Figure 1: Power System Generation and Distribution Testbed

Figure 2: Power Synchronization Automation Test-Bed
Industrial Manufacturing Automation Test-bed: Industrial manufacturing automation testbed complete
with SCADA based supervisory control has been commissioned. This is a 4-stage discrete control
automation testbed with coordinating PLCs, and SCADA supervisory control. Figure 4 shows C3i industrial
automation test-bed.

Water Treatment Plant (WTP) Testbed: A full-fledged 6 stage water treatment plant has been built
onsite. It has PLCs from diverse set of industrial automation manufacturers to enable us to find
vulnerabilities in equipment from all important manufactures such as Siemens, Schneider, Rockwell, Wago
etc. The WTP is under supervisory control as well. Figure 3 shows our WTP test-bed.
Micro-farming testbed: An aquaponics based micro-farming testbed has been built from scratch at the
center for computerized monitoring and control of the water and fertilizer supply, and computer visionbased observation on the status of the produce. Such micro-farming is predicted to be common as the
urbanization is proceeding all over the world at unprecedented level, and thus micro-farming may become
increasingly common. The control and monitoring system may be connected to home automation leading
to cyber-attack surfaces, and thus our testbed is used for experimenting on such cyber threats to microfarming.
All our test-beds use industry standard communication protocols such as CIP, Modbus, Profibus, IEC
61850, IEC-60870-104 etc. This allows us to expose all possible communication loopholes for cyber-attacks
in such industrial CPS.

Figure 3: C3i Water Treatment Plant Test-Bed

Figure 4: Industrial Control System Test-Bed
C3i at IIT Kanpur is the only facility known to us in India which has critical infrastructure test-beds that
have diversity of industrial automation manufacturer presence. This enables C3i researchers to discover
vulnerabilities in almost all industrial automation products available in India. Also, our researchers have
been developing mitigation techniques for protecting the systems from these vulnerabilities. Several
publications [9,10,11,12] detail our work on these test-bed and their usage in vulnerability assessment,
penetration testing, mitigation technique etc. The intrusion detection work reported in [10] has been
implemented on the power distribution test-bed and screen shot of the intrusion detection alarm system
is shown in Figure 5: C3i PLC Intrusion Detection Screen.

Figure 5: C3i PLC Intrusion Detection Screen

Figure 6: C3i Threat Intelligence Console

1.1.2 Tools and Techniques for Threat Intelligence, Malware Collection and Malware Analysis
Threat Intelligence Collection and Analytics System: A completely homegrown threat intelligence
monitoring and analytics framework has been built to monitor all cyber events incident upon the center
and corresponding analytics have been built and in use for last 1 year, and further improvements are being
done. Machine learning based detection of threats with high accuracy (above 95%) and with low false
positive rate (less than 5%) have been implemented and is being integrated into the threat intelligence
monitoring system. This will help any SOC (Security Operation Center) to obtain full visibility, situational
awareness and actionable threat intelligence. This system can be customized for other facilities outside
the center as well.
Malware Detection and Classification System: Many research projects undertaken in the last two years
to detect and classify malware for Windows, Linux, Android platforms have produced a set of machines
learning based tools which can not only distinguish a malware from a benign binary file, but also provide
high accuracy classification of malware into multiple malware classes. The accuracy level of these tools’
ranges from 90% for obfuscated and packed malware to 99% for plain malware. These tools are now being
put into a single platform which would allow an SOC analyst to submit a binary to the system and get
appropriate analytics for further action. Having built these based on various advanced machine learning
techniques, this has advantage over standard signature based anti-virus tools. Some of the publications
in malware detection and classification at C3i lab can be found in [18,19,20,21].
Figure 8 and Figure 7 depicts C3i Malware analysis framework. Figure 8 shows the various types of
malware that have been analyzed and machine learning models trained to detect and classify them. A
tool has been created that recognizes an executable’s platform type, and appropriately invokes the
appropriate machine learning model to classify the executable as malware or normal. In case of Android
malware, it also provides the probabilistic quantification of chances that an executable is a malware.
Figure 7 shows the user interface of C3i Malware Analysis platform. For windows malware, the tool can
classify the malware into various classes such as Trojan, Ransomware, Backdoor etc. Further work is in
progress to classify more vectors of malware such as PDF files, JPEG images, Javascript files.

Figure 8: C3i AI/ML Based Malware Analysis Design
ICS Honeypot design and deployment: C3I center has built many server honeypots (for SSH, FTP, HTTP,
SQLDB etc.), as well as for IoT protocols such as CWMP and MQTT etc. These honeypots have been
deployed to collect malware, attack signature and modus operandi, and to identify attack sources and
attack timing etc. Also, a project is underway to identify an incoming attack and redirecting the attack to
the corresponding protocol honeypot to observe an attacker in action. A diverse set of ICS honeypots
also have been designed and deployed at C3i – such as BACNET honeypot, SS7 honeypot, SNMP
honeypot, Modbus honeypot etc. Many ICS attackers have been detected and corresponding data
analytics is available in our threat intelligence platform.

1.2 Cryptography and Crypto-Engineering
Cryptographic Hardware Design: C3I Center researchers have also extensively worked on designing
cryptographic protocol implementations in hardware, and FPGA based prototyping. The integrating of
these hardware modules to protect the payloads for industrial protocols such as Modbus, 104, and 61850
are underway. Some of the publications that resulted in cryptographic hardware design are [ 26,27,28,
29].
Foundation of Cryptographic Algorithms: One of the PI also developed the first deterministic test for
primality testing [52]. The test is the first deterministic algorithm to test an n-digit number for primality in
a time that has been proven to be polynomial in n. Whether there is a polynomial time algorithm for
primality testing has been an outstanding problem since the beginning of computer science complexity
analysis, and his algorithm has immense impact on cryptography as finding large prime numbers is at the
core of RSA encryption and other cryptographic key generation problems. Professor Agrawal designed
private-key encryption algorithms for Indian Navy and Air Force. These algorithms are being used by the
armed forces to secure their communications. He has participated in several committees to advise the
government on security related issues. He was chairperson of the committee defining standards for
biometric usages for e-governance. He was also chairperson of the committee to propose modifications
to digital signature standards as defined in the IT Act. Currently, He is in the committee to advice the
ministry of Home Affairs on cyber-crimes.

Multi-Party Computation
One of the academic collaborators in the proposed TIH – Arpita Patra also specializes in cryptography, a
key enabling technology for cybersecurity and Digital India (to be more precise Digitally secure India). In
cryptography, she focuses on Secure multi-party computation (MPC), the standard bearer and holy-grail
problem, that permits a collection of data-owners to compute a collaborative result, without any of them
gaining any knowledge about the data provided by the other, except what is derivable from the final result
of the computation. The many real-life demonstrations and applications of MPC, with significant payoff
to society, has been elaborated in her proposal. This writeup, therefore, focuses on her research
contributions. Her focus on MPC, encompassing both theory and practice of it, is to help make MPC a
mature technology, ripe for transition. Put simply, her aim is to make MPC technology for social good.
MPC for Practice [30, 31, 32, 33, 34]: The regime of practical MPC has seen major breakthroughs in the
small-party domain with 3, 4 and 5 parties. Real-time applications such as e-auction, financial data
analysis, email filtering, privacy-preserving ML are crafted for 3 to 5 parties. In a series of works, we have
crafted constructs for 3, 4 and 5 parties, offering the best-possible security with cost that is comparable
to the existing constructs that traded efficiency for weaker security guarantees. These constructs are
implemented and tested in real-time for various tasks such as- (a) privacy-preserving Machine
Learning: secure training of a model for hand-writing database, breast cancer database and secure
inference/prediction using the trained model, where the training and predictions are implemented using
various ML algorithms ranging from linear regression, logistic regression, Neural Networks, decision trees
to most recent Binarized Neural Network; (b) e-voting: finding a winner (person with the maximum vote)
while keeping individual votes private. The key features of our research so far are itemized below.
Best Possible Security. In all our constructs we have considered the strongest possible adversarial
behavior, namely a malicious adversary who takes full control of the corrupt parties and provided best
possible security of guaranteed output delivery (god) where no matter how corrupt parties behave
everyone gets the output. Existing constructs tolerate either weaker semi-honest adversary (that only
eavesdrops the corrupt parties), against which attaining god is trivial or settles for weaker security with
abort, where the corrupt parties themselves get the output, depriving the honest parties of the same. The

latter security is unsatisfying as the adversary can always see the result of the computation, for instance
in e-auction/e-voting, and then abort when the output is not in its favor. Additionally, in the context of evoting, we have constructed for the first time a kind of protocols that tolerates both majority and minority
corruption of the population. Known as Best-of-Both-World protocols, these protocols can resist against
any adversarial misbehavior and give the best possible security in each case.
High-speed and Blazing-fast. All our constructions, despite providing the best possible security as above,
are the most efficient and high-speed thus far in the literature in terms of several measures such as
communication, run-time and throughput. These claims are theoretically proven and further are backed
up by prototype implementations.
Foundations of MPC: The foundational questions for MPC and its building blocks such as circuit garbling,
verifiable secret sharing (VSS), Byzantine Agreement (BA) are concerned with the feasibility of realizing
these tasks, finding inherent lower bounds on the resources (measured by computation, round and
communication complexity) needed for solving these tasks and finding resource-efficient constructions.
Some of her outstanding theoretical contributions are:
The Exact Round Complexity of MPC and VSS [36, 35]]: Our work settles the exact round complexity of
MPC and VSS in various setting. These works prove bounds on the exact number of interactions needed
and are highly non-trivial.
On closing the gaps between two classes of MPC constructions [39, 43, 40, 37, 44]: Our works close several
long-standing feasibility and efficiency gaps between two distinct classes of MPC protocols which were
believed to have different complexities.
Breaking Known Lower Bounds [41]: Our work shows break of well-known lower bounds in the context of
circuit garbling, a fundamental primitive in MPC, and presents constructs defying the existing lower
bound.
Fault-tolerant Distributed Computing [42, 45, 38 ]: We have settled some of the foundational questions
in distributed computing related to BA and broadcast such as finding optimal or efficient constructions for
agreement in several setting including the most challenging asynchronous setting where
optimality/efficiency is in terms of communication or running time or both simultaneously.

1.3 Hardware Security
At the hardware level, there are security threats in – (i) hardware reverse engineering by rogue actors
and exploiting the various hardware safeguard or lack thereof; (ii) Chip level architectural vulnerabilities;
(iii) Architectural vulnerabilities within processor micro-architecture and within platform architecture; (iv)
presence of Trojans implanted during manufacturing; (v) Side Channels that leak secret keys from the
hardware – such as power side channel, timing side channel, electro-magnetic side channel, cache based
side channel; fault injection based side channel etc.
Among these, Prof. Pramod Subramanyan has done extensive prior work in the first 3 sub areas as
discussed above. Our collaborative partner for this proposed hub -- Prof. Debdeep Mukhopadhyay from
IIT Kharagpur has extensive prior work in the last two sub areas. Here is a synopsis of all the prior work in
hardware security. Prof. Biswabandan Panda also has done prior work in cache side channels, and
securing memory subsystems.
Hardware Reverse Engineering: One of the PI, Dr. Pramod Subramanyan introduced techniques to help
detect Hardware Trojans and malware inserted into hardware designs through algorithmic reverse

engineering of digital circuits [68, 66]. His work developed a portfolio of algorithms that combined
computationally inexpensive structural analyses with SAT/BDD-based functional analyses to determine
module functionality [69, 67]. He also tackled this problem from an offensive perspective. Their work in
[65] introduced the SAT attack on logic locking algorithms; logic locking is a technique that aims to mitigate
the risks of hardware trojans. Their work broke all combinational logic locking algorithms known at the
time. More recent work has broken SFLL-HD which was, prior to their work, was the only locking technique
resistant to known attacks [55].
Systems-on-Chip Security Verification: Prof. Subramanyan also introduced a methodology for ensuring
system-level security in modern systems-on-chip (SoC) designs. He introduced the Instruction-Level
Abstraction (ILA), a principled methodology for constructing abstractions of firmware-visible hardware
behavior [64, 62, 57, 53]. An important challenge in constructing abstractions for verification is that
manual construction tends to be error-prone and expensive. To mitigate this, his research introduced
techniques to synthesize ILAs from partial descriptions called template abstractions [64, 57]. The
algorithm builds on program synthesis techniques to “complete” partially specified abstractions using
directed functional simulation. They also introduced a property specification language for such
information flow properties and an algorithm that performs symbolic execution on ILAs to verify these
properties [63]. This work was extended to more scalable verification of information flow properties in C
programs [58].
Architectural Platform Security Verification: Dr. Pramod’s work on the verification of enclave platforms
has formalized their security guarantees by introducing a precise definition of secure remote execution
[60]. They introduced an abstraction of enclave platforms called the trusted abstract platform (TAP). They
showed using machine-checked proofs that the TAP provides secure remote execution and that models
of Intel SGX and Sanctum are refinements of the TAP, and therefore also provide secure remote execution.
Implementers of enclave platforms can use the TAP and a similar refinement methodology to verify
security of their platforms.
Recent work has introduced a principled methodology for the detection of transient execution
vulnerabilities like Spectre, Meltdown and Foreshadow [54]. While this is problem that has received a lot
of attention, theirs work is the first published effort that provides a guarantee of security against these
attacks. He also tackled the problem of ensuring security of the class of authenticated loader protocols.
SecureBoot is an important exemplar of this class of protocols and their work introduces an adversary
model and verification technique that can be used to ensure provable security of these protocols [56].
Trusted Computing and CPS: A number of hardware-based Trusted Execution Environments (TEEs) are
emerging, with potential applications both in cloud platform settings (e.g., Intel SGX), as well as in mobile
and CPS settings (e.g., ARM TrustZone). In the SGX domain, Vinod's research is motivated by the
observation that the SGX has flipped the threat model seen on contemporary cloud platforms. On
platforms such as Amazon EC2 and Microsoft Azure, the cloud provider is in complete control of its
infrastructure and can freely view the contents of client virtual machines. In contrast, with the SGX, clients
can hide code and data from the cloud provider even though this code and data reside on the cloud
provider's platform. Malicious clients can leverage this fact to bypass service-level agreements or host
malicious software on the cloud. Vinod is working on adapting the mutual-trust abstraction from our selfservice cloud model to the SGX platform. The goal is that with this abstraction, a cloud provider can ensure
that the code that the client loads into the enclave satisfies certain mutually-agreed-upon security
policies, e.g., that it is linked with certain security libraries or that all control-flow transfers are mediated
by security checks. The key novelty is that the cloud provider can obtain these assurances without directly
inspecting the client's code and obtain the guarantee that if the client's code passes these checks, that it

will remain unmodified for the duration of the client's execution. This abstraction therefore allows the
cloud provider to ensure that the client complies with its service-level agreements (as is the case on
contemporary cloud platforms) while protecting the confidentiality of the client (as is the case on SGX
platforms).
In the ARM TrustZone domain, Vinod is exploring the application of this hardware to implementing
restricted spaces. Smart devices equipped with a variety of sensors and peripherals have become
ubiquitous. While the increasing capability of these devices is a generally positive trend, there are
restricted spaces, such as government offices, classrooms and public bathrooms, where we would like to
restrict the use of peripherals on smart devices to protect security and privacy. Current solutions to
regulate the use of smart devices simply involve placing the device outside the physical boundary of these
restricted spaces. However, as these smart devices become integrated with our daily lives (e.g. as assistive
health devices), such simple solutions will no longer be applicable. Vinod is exploring several ways in which
to regulate smart devices. One research direction is to leverage the ARM TrustZone to regulate the devices
[73]. The host of a restricted space can communicate its usage restrictions to a guest device, and trusted
software running on the guest device (and protected using the ARM TrustZone) can enforce these policies.
His groups have demonstrated that a key advantage of using the TrustZone is that it offers the host a
cryptographic proof that the guest device is in compliance with its usage policies.
Side Channel Attacks and Trojan Detection in CPS
At IIT Kharagpur, under the theme of Secured Embedded Architecture Laboratory (SEAL), Prof. Debdeep
Mukhopadhyay and Soumyajit Dey have been working for around last 10 years on several aspects on
Hardware Security. The laboratory has produced several PhD students on the topics of Hardware Design
of Complex Cryptographic hardware on FPGAs (Elliptic Curves and Pairings), Side Channel Attacks (Power,
Faults, and Cache analysis on ciphers), Boolean Functions for Cryptography to resist side channel analysis
(like Power and Fault Analysis). There are also large number of graduated Master of Science students, who
have worked in the area of Elliptic Curve Hardware for FPGAs. At present there are registered around 20
students working for their PhD students on several topics of Hardware security, encompassing light
weight cryptography, power attacks, fault and micro-architectural attacks, design of Physically
Uncloneable functions (PUFs), design and protection against Hardware Trojans. The laboratory also has
Post-Doctoral researchers, both from India, collaborating on the topics of Hardware Security and Security.
The laboratory has been working with both industrial and academic partners. Apart from being funded by
the Department of Information Technology and Department of Science and Technology, India, we also
have support from several Industrial collaborators spanning from Government houses, like DRDO labs
(SAG, CAIR, Anurag), ISRO etc. to private organizations, like NTT Labs Japan, National Semiconductors
(now Texas Instruments), Chaologix, Qualcomm etc. The total value of the projects being delivered by the
laboratory is of around INR 25 crores. We collaborate with several leading groups in Hardware Security,
like K.U.Leuven, Belgium, TelecomParis Tech, France, NYU-Poly, USA, Case Western Reserve, USA, Georgia
Institute of Technology, USA on several topics and have been publishing in leading forums in Hardware
Security, like CHES, FDTC, DAC, DATE, HOST, VLSID, Reconfig, Indocrypt, Africacrypt, Journal of
Cryptographic Engineering, Springer and IEEE Transactions on Information Forensics and Security, VLSI,
Computers, Circuits and Systems-I, CAD and other forums. The works have also been invited for book
chapters on Fault Attacks, on Hardware IP protection, Digital Rights Management. The laboratory has
produced several textbooks on the topics of Hardware Security and Side Channel Analysis namely,
“Hardware Security: Design, Threats, and Safeguards”, and “Timing Channels in Cryptography”,
The laboratory has also pioneered several activities on Hardware Security and Applied Crypto in the
country, which has gained international attention like launching the first series of conference, called
SPACE (Security, Privacy, and Applied Cryptographic Engineering), which is held for the last 4 years in India.

Faculty in the laboratory is involved in several committees in the topic of Cryptography and Hardware
Security, like DATE'13, FDTC'11-13, Indocrypt, Proofs in Embedded Systems'12-13, COSADE'13 and '14 and
also as a reviewer of several leading IEEE and Springer journals. Based on the works done in the
laboratory, the team has provided several invited talks at international events like NTT-Labs (Japan), WIFS
(Brazil), VLSID, ICISS, VTS, ICCAD, ATS, SPACE (India), WRTLT, TelecomParis Tech (France), Darmstadt
University, Columbia University, NYU-Poly, Stanford University (USA) etc.
The collaborators from IIT Kharagpur have expertise in the area of side channel analysis of cryptographic
implementations which constitute the Cyber Physical Systems (CPS). The laboratory houses specialized
equipment for performing state-of-the-art side channel attacks. Side Channel Attacks are a powerful
attack vector which can target implementation weaknesses of mathematically strong crypto algorithms.
They have capabilities for performing power attacks, with high end equipment and in-house developed
software for performing statistical analysis of the acquired side channels, like power consumption,
electromagnetic traces. Figure 9: Power Attack Set-Up shows a power attack setup in SEAL Lab. The
laboratory also has a test-bed for performing fault attacks through clock glitches, electromagnetic pulses,
and laser stations on several ciphers including the full round AES. The team has the record of developing
the strongest fault attack on AES, showing that a single well-formed fault can reduce the AES key to only
256 values. Besides the team has been among the foremost to develop powerful micro-architectural
attacks, like timing variations due to cache memories. These attack vectors have been shown to be
successful against software implementations of crypto algorithms which can be present in microcontrollers, processors in several CPS infrastructure. Likewise attack techniques have been developed
exploiting branch-predictions, DRAM vulnerabilities etc.
They have also been working along with in the design of countermeasures against the side channels,
providing suitable defenses against power attacks,
incorporating fault tolerance, and defending against cache
attacks. However, the central goal in all these countermeasures
has been to develop defenses by design, so as to reduce the
overhead of countermeasures and also to provide better
guarantees for security: a combination which is extremely
challenging to attain.
The laboratory is currently focusing on developing more
specialized laboratories under the SEAL theme. Currently, we
have developed an IoT lab (to analyze and test the security
vulnerabilities of IoT products), and a Cyber Physical System
Figure 1: Power Attack Set-Up
Forensics Lab (to develop a test bed for SCADA along with an
imaging-based Forensics capability for electronic circuits).
Forensics for Detection of Malicious Electronics: The Cyber Physical World is often contaminated with
malicious circuits which are modified in foreign sites. The ability to diagnose such circuitry and sanitise
the deployed CPS subsystems is of paramount importance. The Cyber Physical System Forensics Lab
(CPSFL) of SEAL attempts to develop expertise to that end. The first step taken by SEAL is to procure a
FIBs station. This instrument sends a focused stream of ions onto surface of the chip. This can be used for
highly accurate imaging, cutting, eg. cutting a bond pad or trace from the die. It can also be used for
deposition, where the ions react with a chemical vapor to precipitate a metal film.

Figure 11 shows the procured FIBS station in our laboratory, while Figure 10 shows an observed image
of an antenna in an IC which can be used for communication. The objective of this endeavor is to
identify structures which can potentially be divulging secrets or be utilized to trigger attacks in CPS. This
ability would require creating a huge data-base for malicious circuitry, both inside chips and at PCB level,
and their images for identifying their presence in the under-test CPS environment.
The laboratory is currently working in developing methodology for diagnosis of these images for
identifying potentially anomalous structures. The laboratory is being developed with technical
collaborations from University of Florida, USA.
Security issues at the interface of hardware and software
Debadatta Mishra is experienced in low-layer system software like hypervisors, operating systems and
network stacks. He has worked on problems like efficient resource management in virtualized systems.
His current research interests include building secure and efficient system abstractions, crossing the
hardware-software boundaries, if required. For example, a recent publication, CoWLight, a hardwareassisted light-weight page fault handling technique to nullify the timing side-channel to a great extent
otherwise available and exploited through orchestrated Copy-on-Write exploitation.

1.4 Security in the higher layers of system stack and trusted computing
Security issues at the interface of hardware and software
Debadatta Mishra is experienced in low-layer system software like hypervisors, operating systems and
network stacks. He has worked on problems like efficient resource management in virtualized systems.
His current research interests include building secure and efficient system abstractions, crossing the
hardware-software boundaries, if required. For example, a recent publication, CoWLight, a hardware-

assisted light-weight page fault handling technique to nullify the timing side-channel to a great extent
otherwise available and exploited through orchestrated Copy-on-Write exploitation.
Security Issues in Operating System, and higher layers of the system stack
Collaborator in this TIH, Prof. Vinod Ganapathy from IISc, conducts research in computer systems security.
Vinod is motivated by practical security problems that arise in real-world settings. Vinod's projects draw
on ideas from a wide variety of sub-areas in computer science, such as cryptography, programming
systems, program analysis, software engineering, formal methods and verification, computer systems,
and hardware architecture. Vinod's research has made advances in a number of areas, including operating
system security, mobile device security, Web security, cloud platform security, intrusion detection, and
software systems security.
Systems security: Vinod has investigated several ways in which to protect operating systems. These range
from methods to analyze operating system memory snapshots for rootkit diagnosis [70, 71, 72, 73, 76],
to new architectures and designs that make operating systems more robust to rootkit infections [77,74,
78]. His most-cited work to date [71, 70] describes a technique to detect rootkits by analyzing memory
snapshots obtained from a machine. The main contribution of this work is in formulating rootkit detection
as an invariant checking problem. He observed that rootkits usually achieve their malicious goals by
modifying kernel data structures in ways that cause them to violate invariants that should otherwise hold
during normal operation. He developed methods to automatically infer invariants from memory
snapshots obtained from uninfected machines and applied these invariants to detect several rootkits. This
approach to rootkit detection was adopted by other researchers in several follow-on projects. He has also
built upon this research to develop rootkit detection techniques for mobile devices [72, 73] and virtual
machines running atop cloud platforms [75].

1.5 Security of Automation, Automotive, and UAVs
Security in Robotics and Automation
The prior work of Prof. Indranil Saha is to develop reliable software for autonomous robots employing
techniques from artificial intelligence and formal methods. His group works on several aspects of robotics
— task and motion planning, perception, control, and development of embedded software. Their recent
successes include the development of algorithms for exploration of a partially known environment by a
swarm of robots [84], making the warehouses employing mobile robots energy-efficient [ 80], and the
synthesis of a feedback controller for a quadcopter using a deep neural network [79].
A particular focus of their work has been developing planning algorithms and software infrastructure for
multi-robot systems [84, 83]. Numerous applications, such as monitoring, surveillance, and disaster
response, involve tasks that are performed better by a team of robots rather than by a single robot. Robots
are controlled by either embedded software or by sending wireless signals generated by software from a
powerful centralized computer. Often the swarm contains heterogeneous robots with different
capabilities and with the varied expectations from them. Moreover, the robots often work in uncertain
environments, providing no guarantee on the completeness of the task assigned to them. Constructing a
centralized software to control the robots or distributed software for all the robots in the swarm is thus
challenging. They have been working on several research problems with the aim of providing a planning
framework that will be able to accept complex specifications in the form of a program written in a domainspecific language and will generate an activity plan for the individual robots so that the user given
specification is satisfied by the robots as a team. The planning framework is accompanied by a runtime
monitoring system that observes the behaviors of the robots and takes necessary actions to ensure the
smooth execution of their plans and deal with any abnormalities.

Prof. Saha also focuses on a few applications where autonomous robotic systems could be of tremendous
benefit: security and surveillance, disaster response, warehouse management, and precision agriculture.
Recently a group of students from his lab have won funding from Indian Innovation Growth program 2.0,
an initiative by DST, Lockheed Martin, and TATA Trust for developing a cloud-based multi-UAV system for
agricultural surveillance. This research is also funded generously by DST, DRDO, Max-Planck Group in
Germany, and others. The group has active collaboration with academic institutes like the Verimag
Institute in France, and Max-Planck Institute for Software Systems in Germany, and industrial research
labs like Ericson and ABB.

IITKGP Expertise on automotive safety and security :
At IIT Kharagpur, the team has been working on scheduling and verification of Automotive
software systems for over five years, a period during which several important national and
international level collaborative projects have been executed. They have been part of
sponsored projects jointly executed with TU Munich in the area of automotive software
scheduling and safety validation. Carrying forward this line of work, they observed that the
issue of safety in automotive systems is often inter related with the question of security in the
sense that sensing, actuation errors can always be injected as attack vectors inside automotive
systems bypassing existing safeguards thus creating performance hampering as well as life
threatening attack scenarios.
In this regard they have successfully executed a project with Bosch India (RBEI) on the topic of
automotive security wherein they have created a software tool for attack vector generation in
the context of automotive control models. Moreover, the work has led to successful international
publications (DATE conference 2020, Embedded Systems letters 2019) and created scope for
future industrial collaborations. In this context it is also worthwhile to mention that their group
has setup testbeds for automotive software programming, code generation and controller design
at our institute. Securing the implementation of automotive control loops is an important
problem area due to the safety underpinnings of the problem. In this regard, it makes sense to
make use of the IITKGP in-house expertise in automotive safety and security, provide an umbrella
for industrial organizations interested in automotive software security research and help create
a synergistic environment for defining joint work items in this area.

1.6 Unmanned Aerial Vehicles: Prior Work
The current work on UAVs include development of various UAVs pertaining to different weight and
functional class. For mapping, 5kg to 7 kg class have been designed tested and being marketed by private
company. These weight class UAV have both short take-off and landing, and Vertical take-off and landing
versions. Hand launch autonomous UAV (with auto landing) for surveillance was adapted by TASL
Bangalore and being delivered to northern command.
A utility UAV for L&T was designed, and flight tested (1/5 scale) and was handed over to their technical
team. This was a twin boom configuration UAV.
Recently 5 kg, 15kg and 25 kg vertical take-off and landing capable UAVs having electrical and fuel versions
were developed and flight tested. Most of these have cleared technical evaluation under multiple tender.
Final competitive trials, evaluations are to happen during December 2019.
This work has come out under industry academia collaboration with VTOL aviation India Mumbai.

Recently unique high altitude 60 kg UAV design was evaluated by a committee under TDF (ministry of
defence). This design is also under review for final evaluation process.
A solar UAV of 20 kg class has been designed and flight tested. The estimated endurance is around 18
hours. This is a part of PHD work under my supervision.
In the year 2017, a team under my supervision was the only team to design develop and flight-test a
vertical tail less UAV for defence. This work is being extended by Dr. Saderla.
We are engaged in building autonomous air taxi, the first air taxi scale down model is ready for flight rating
in next 15 days. It has eight vertical and one pusher motor with fail safe options.

Figure 12:UAS5 Aarav HL, 5Kg weight class Hand Launch UAV (Under Industry Academia Collaboration
Between VTOL Aviation India Pvt. Ltd. and IIT Kanpur

Figure 13: : UAS5 Aarav HL, 5Kg weight class VTOL UAV (Under Industry Academia Collaboration Between VTOL
Aviation India Pvt. Ltd. and IIT Kanpur

Figure 14: UAS25 Arya NX, 25Kg weight class VTOL UAV (Under Industry Academia Collaboration
Between VTOL Aviation India Pvt. Ltd. and IIT Kanpur

Figure 15: UAS25 Arya NX, 25Kg weight class STOL UAV (Under Industry Academia Collaboration
Between VTOL Aviation India Pvt. Ltd. and IIT Kanpur)

Figure 16: Abhiyaan Scale, Scale down version of 2-seater VTOL Airtaxi (Under Industry Academia
Collaboration Between VTOL Aviation India Pvt. Ltd. and IIT Kanpur)

Figure 18: Maraal, Solar powered UAV (IIT Kanpur
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